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1. INTRODUCTION 

1.1 This report is being issued to assist the Authority in discharging its responsibilities in relation 
to the internal audit activity. 

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive (known in 
this context as the Internal Audit Consortium Manager) to establish a process to monitor and 
follow up management actions to ensure that they have been effectively implemented or that 
senior management have accepted the risk of not taking action. The frequency of reporting 
and the specific content are for the Authority to determine. 

1.3 To comply with the above this report includes:-  

• The status of agreed actions.  

 

2. STATUS OF AGREED ACTIONS 

2.1 As a result of audit recommendations, management agree action to ensure implementation 
within a specific timeframe and by a responsible officer. The management action 
subsequently taken is monitored by the Internal Audit Contractor on a quarterly basis and 
reported through to this Committee, usually half yearly. Verification work is also undertaken 
for those recommendations that are reported as closed.  Appendix 1 to this report shows 
the details of the progress made to date in relation to the implementation of the agreed 
recommendations, following the management action taken and described in the paragraphs 
below. 

2.2 Committee will recall that at the meeting in September the new risk based approach to 
Internal Audit was introduced and as part of this an effort was required by management to 
implement and take appropriate action in relation to old and historic audit recommendations. 
In order to facilitate this, a meeting was held by the Executive Director (Place) and the 
Internal Audit Consortium Manager, with all of Senior Management in attendance. One of the 
agenda items was audit recommendations, and the approach taken (described at 2.3 and 
2.4) was explained to Senior Managers in relation to the closure of recommendations. 

2.3 The Executive Director (Place), the Internal Audit Consortium Manager and the Finance 
Manager met prior to the Senior Manager meeting to discuss the results of the latest follow 
up and verification work that had been undertaken by the Contractor. Management response 
initially indicated that 44 recommendations were still outstanding, with only 21 being closed 
in the first half of the financial year. 

2.4 At this meeting the outstanding recommendations were reviewed, with a view to;  

(a) ascertain what the actual recommendation was stating needed to happen; 

(b) was this recommendation still valid; 

(c) had the management response actually addressed the recommendation: and 

(d) had action happened that needed to be reflected but hadn’t. 

The end result of this review enabled a further 38 recommendations to be closed down, 
Appendix 2 to this report provides the detailed commentary and action taken. The 
recommendations that were closed down have fallen into 4 basic categories as follows:  

1. Recommendations highlighted for audit review in 2015/16 

Based on the responses initially received by management and the updates provided these 
recommendations are on track to being delivered and significant action has and will be 
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taken. It was felt necessary however to revisit these recommendations in 2015/16 to ensure 
that full and complete action can be evidenced, and budget will be made available to review 
these. This relates to 13 recommendations as follows: 

Audit Reference Audit Title Audit Area 

BRK10.20.05 Removable Media Policy IT Security 

BRK11.06.09 Street Lighting Asset Management 

BRK12.01.01 Contract Management Board 
– Updated TOR 

Environmental Planning and 
Building Control 

BRK12.06.01 Dual Use Agreements Culture & Leisure 

BRK12.13.01 Code of Conduct Change Control & Corporate 
Governance 

BRK13.02.03 Procurement Delegations 

BRK13.02.04 Procurement Training 

BRK13.02.06 Purchase Ledger Analysis 

Procurement 

BRK14.01.01 Public Consultation Process 

BRK14.01.02 Digital & Communications 
Strategy 

Marketing and 
Communications 

BRK14.03.04 Approval of Building Control 
Decisions 

Development Control 

BRK14.06.06 Choice Based Lettings 
Delivery Management 
Information 

Homelessness, Housing List 
& Choice Based Lettings 

BRK15.01.02 Signed Documentation & File 
Maintenance 

Private Sector Housing 

 

2. Recommendations highlighted for further discussion to obtain evidence 

There were a number (16) IT audit recommendations whereby responses had been received 
which indicated that the action had been completed but evidence was not supplied in time. It 
was decided that these should be formally recorded as closed and the Internal Audit 
Consortium Manager is due to meet with IT to obtain the required information. This proposed 
action relates to the following recommendations: 

Audit Reference Audit Title Audit Area 

BRK13.11.01 Domain Accounts Policy 

BRK13.11.04 Windows Event Log 

Network Infrastructure and 
Security 
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BRK13.11.05 Disabled Generic Accounts 

BRK13.11.16 Discretionary Access Control 
List review  

BRK13.11.17 Uninterruptable Power 
Supply 

BRK13.11.18 Water Leak Protection 

BRK14.13.01 Telecommunications 
Strategy 

BRK14.13.02 ICT Security Policy Review 

BRK14.13.06 Single Point of Failure 

BRK14.13.07 Mobile Devise Usage Policy 

Telecoms / VOIP 
Management 

BRK14.15.02 Internet DMZ Firewall 
resilience 

Firewall Administration 

BRK15.14.01 Breckland Local IT Support 

BRK15.14.03 Configuration 

BRK15.14.04 Domain Admin User Account 

BRK.15.14.05 Change Control 

Virtualisation 

BRK15.15,02 Job Descriptions BACS Arrangements 

 

3. Recommendations highlighted for specific audit review 

There are 3 specific recommendations against which it has been agreed that Internal Audit 
will undertake a specific review towards the end of 2014/15 or beginning of 2015/16 to 
scrutinise the performance information that is reported into the Contract Monitoring Board by 
CAPITA. This course of action relates to the following recommendations: 

Audit Reference Audit Title Audit Area 

BRK12.01.02 Performance Standards 

BRK12.01.05 KPI Monitoring 

Environmental Planning and 
Building Control 

BRK14.03.06 Land Charges PIs Development Control 

4. Audit recommendations closed and evidenced 

Finally there were 6 audit recommendations which were closed at the meeting during which 
evidence was provided and therefore no further action was needed. This relates to the 
following recommendations: 
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Audit Reference Audit Title Audit Area 

BRK11.04.01 Review of Contract Standing 
Orders 

Procurement 

BRK13.02.02 Procurement Knowledge  

BRK13.02.09 Glass Bottle Bank 
Collections 

 

BRK13.02.10 Procurement Risks  

BRK13.07.08 Policies Key Controls Audit 

BRK14.14.06 Business Continuity Plans 
Test 

Business Continuity 

 

2.5 As a result of the above work it can be seen in the summary table below that in the first half 
of 2014/15 management have successfully closed down 59 (38 plus initial 21) audit 
recommendations, with only 7 currently remaining outstanding. 

 
Status of Recommendations as at 30 September 2014 

 High Medium Low Total % 

Complete 
 

7 37 15 59 89 

Outstanding 
 

1 4 2 7 11 

Total 
 

8 41 17 66 100 

 
Key: 
H – High priority: A fundamental weakness in the system that puts the Council at risk. To be 
addressed as a matter of urgency, within a 3-month time frame wherever possible, or, to put in place 
compensating controls to mitigate the risk identified until such a time as full implementation of the 
recommendation can be achieved. 
M – Medium priority: A weakness within the system that leaves the system open to risk. To be 
resolved within a 4 - 6 month timescale. 
L – Low priority: Desirable improvement to the system. To be introduced within a 7 - 9 month period. 

 

2.6 The 7 outstanding audit recommendations all relate to IT audits, and a meeting has been 
arranged to further clarify the responses that have been received as more information is 
required. The detail in relation to these recommendations can be seen at Appendix 3. 

2.7 This is an encouraging outcome from a detailed review of all old and historic 
recommendations. However in order for this level of implementation of audit 
recommendations to be continued action is required by Senior Management to enable this. 
Senior Management need to ensure going forwards that responsibility for audit 
recommendations is taken at the right (senior) level, therefore managers must be involved in 
the debrief / exit meeting for their responsible areas. Management also need to be clear on 
what the audit recommendation requires and what action is needed to address the risk. 
Management also need to ensure that the recommendation actually improves the control 
environment and avoids over control, to enable this there needs to be a 2 way relationship 
between audit and management. Also pivotal to this is ensuring that Senior Managers are 
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involved at both the initial scoping meeting with the Internal Audit Consortium Manager at the 
early planning stage and also at the scoping meeting with the Contractor prior to the start of 
the audit. 

2.8 It is also worth noting that of the recommendations made to date in year, a further 10 
recommendations are not yet due for implementation, see Appendix 1 for the audit areas to 
which these relate. As mentioned although the dates for completion have not yet been 
reached, until they are actioned, they represent weaknesses in the control environment 
which leave the authority open to risk. 
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APPENDIX 1 – STATUS OF AGREED ACTIONS 

Reference Description Audit Opinion H M L H M L H M L H M L H M L

BRK/11/04 Procurement Adequate 2 0 0

BRK/11/06 Asset Management Limited 1 0 0

BRK/12/01 Environmental Planning and 

Development Services Limited 3 0
0

BRK/12/06 Culture and Leisure Contract Monitoring 

PFI - Good          Dual 

Use Agreements - 

Adequate 1 0

0

BRK/12/13 Change Control and Corporate 

Governance Adequate 1 0
0

BRK/13/02 Procurement Unsatisfactory 3 2 1 0
0

BRK/163/04 Payroll and Human Resources Adequate 1

BRK/13/07 Work to Support AGS N/A 1 0
0

BRK/14/01 Marketing and Communications Adequate 2 1 0
0

BRK/14/03 Development Control Limited 3 1 1 1 0
0

BRK/14/06

Homelessness and Housing 

Strategy Limited 1 1 1 0
0

BRK/14/08 ARP Governance Arrangements Limited 1 2 0
0

BRK/14/09 AGS N/A 1 0
0

BRK/14/11

Receipt, Handling and Banking of 

Remittances Adequate 1 0
0

BRK/15/01 Private Sector Housing Adequate 3 1 0
0

BRK/15/02 Data Protection and FOI Good/Adequate 0 5 5

BRK15/03 Localism and Communities Adequate 0 3 1 4

0 5 2 7 18 5 0 0 0 0 0 0 0 0 8 1 9

BRK/10/20

IT Security, Procurement, End User 

Controls Adequate 1 0 0

BRK/13/11 Network Infrastructure and 

Security Limited 6 2 1 1 1

BRK/14/13 Telecoms/ VoIP Management Adequate 3 1 0 0

BRK/14/14 Business Continuity Adequate 1 0 0

BRK/14/15 Firewall Administration Adequate 1 1 1 1

BRK/14/16

Data Centre, Backup and Disaster 

Recovery Limited 1 3 4 4

BRK/15/14 Virtualisation Adequate 3 2 1 1 1

BRK/15/15 BACS Application Adequate 2 0 0 1 1

0 0 0 0 14 8 1 4 2 0 0 0 7 0 0 1 8

Completed / Superseded 

July to September 2014 (Q2) Outstanding Total 

Outstanding

Total

Computer Audits

Totals for Computer Audit Recommendations

Completed / Superseded 

April to June 2014 (Q1) Unable to confirm status Not yet due to be implemented

Systems Audits 

Totals for Systems Audit Recommendations
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Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/10.20.05 Removable Media Policy

Management should ensure that they have a suitable removable media policy 

and supporting infrastructure in place  as soon as possible, preferably before 

it becomes a mandatory Government Connect requirement.
Medium Kevin Rump 01/01/2010 30/06/2010 NI 31/03/2015

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/11.04.01 Review of Contract standing orders

The Council should formally review Part 4B of its contract standing orders, in 

particular Part B entitled 'contracts up to £75000, with regards reference to 

contracts under £5000 in order to make it more transparent on the 

requirements for the correct number of quotes. This could be achieved by 

setting a lower threshold to ensure value for money is obtained whilst at the 

same time not making the process to onerous.

Medium Rory Ringer 15/09/2010 31/03/2011 NI 30/06/2015

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/11.06.09 Maintenance and Street Lighting 

Contracts

The Council should determine its strategic direction in the provision of street 

lighting and associated maintenance.

High Anthony Wright 01/10/2010 31/12/2010 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/12.01.01
Contract Monitoring Board - Updating 

Terms of Reference

The Council should produce up to date terms of reference for the Contract 

Monitoring Board (CMB) that clearly explains the mechanisms in place for 

monitoring the effective delivery of the contract with Capita Symonds. This 

should include the enhancements to monitoring arrangements recommended in 

this report and more explicitly for those currently in place.

Medium Phil Adams 04/04/2012 31/12/2012 NI 31/12/2014

Officer 

Comments

Town information still to be evaluated

This is ongoing and will be reviewed as per management response.

07/11/2014 - The Council has determined its Strategic Direction in respect of street lighting and work is underway to implement this, therefore recommendation now closed - to be 

followed up through audit review in 2015/16.

BRK/12.01 Environmental Planning and Building Control

Discussions with both Legal Teams is ongoing: However due to restructures in Council Management new Terms of Reference of Governance being drafted.

BRK/10.20 IT Security, Procurement and End User Controls Audit

Management will put forward a proposed revision of the current IT security policy to encompass a specific removable media policy. However these amendments will have to go through the stage of committee 

approval at the council.

Any progress on this proposed revision and implementation will be analysed at the end of first quarter 2015. Therefore this is ongoing and will continue to be reviewed as per management response.

07/11/2014 - The policy is to be drafted and taken through Committee for approval - audit recommendation closed on the basis that this is work in progress - to be followed up through 

audit review in 2015/16

BRK/11.04 Procurement

It has now been agreed by the Chief Executive and the Leader of the Council that the Constitution Review is to be put on hold until after the Elections in May 2015.

It is accepted that this will not be undertaken until the review by the council after the 2015 elections (end of Q2 2015)

07/11/2014 - A review of Part 4B indicates that this is specific in regard to the number of quotes required for tenders under £5,000 - recommendation therefore closed.

BRK/11.06 Asset Management
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Auditors 

Comments

BRK/12.01.02

We are currently agreeing new 

performance standards with Capita 

due to legislation changes it is 

proposed that these will be signed off 

at the next contract board, once these 

are in place reports will be implement 

with our software supplier to provide 

management  monitoring reports.

The Council should introduce a programme of validation checks to confirm the 

accuracy of data provided by Capita Symonds in their monthly performance 

reports in order to validate the accuracy of the information provided to the 

Council. This should also encompass cursory checks on the accuracy of any 

internal review processes and carried out by Capita Symonds for validating 

their own data such as the ongoing internal review processes as part of the 

ISO accreditation.

Medium Phil Adams 04/04/2012 30/09/2012 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/12.01.05
Monitoring of Planning Enforcement 

Activity

Planning enforcement activity should be subject to routine independent check 

to ensure action is being pursued in a correct and timely manner.

Furthermore, the KPI for Enforcement should be reviewed to make it more 

reflective of the service as a whole.

(This recommendation supersedes the previous recommendation (No9) made 

in BRK/11.01 issued in September 2010).

Medium Paul Jackson 04/04/2012 30/09/2012 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/12.06.01 Refresh Dual Use Agreements

The agreements between Breckland Council and Norfolk County Council for 

the dual use of the leisure facilities at the Attleborough and Swaffham High 

Schools should be subject to formal review and update, where applicable.  * 

Improved clarity around the calculation and apportionment of payments for 

maintenance and cleaning costs;  * Improved clarity over invoicing, payment 

terms and evidence to support re-charging costs; and  * Clearer definition of 

the process for communication and resolution of large scale maintenance 

costs/requirements. As part of the review process, Breckland Council should 

also:  *Take the necessary steps to resolve the disagreement with Norfolk 

County Council over the invoicing of maintenance charges for Swaffham High 

School for 2010/11 as soon as possible; and * Undertake a value for money 

exercise with regards to the ways in which cleaning and maintenance 

services are delivered at the centres.

Medium Riana Rudland 16/04/2012 31/12/2012 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/12.06 Culture and Leisure

Negotiations continue with some new opportunities identified that will be presented to CMT over the next few weeks.  It is expected that by the end of the calendar year the position will be more clear

26/11/2014 - All outstanding invoices have now been settled and payments are up to date. Negotiations are continuing with Hammonds Academy taking ownership of the leisure centre 

from NCC. When finalised its likely that we will need to refresh the agreement which will be the trigger to do the same for Attleborough.

This is ongoing and will continue to be monitored as per management response

07/11/2014 - recommendation closed - to be followed up through audit review in 2015/16

BRK/12.13 Change Control and Corporate Governance

This is ongoing and will continue to be monitored as per management response

07/11/2014 - The CMB is in operation, and from the 1 December there is to be a shared post in place and part of this responsibility will be to update the terms of reference (if 

necessary) - recommendation now closed and to be followed up through audit review in 2015/16

Until the ToR has been signed off, validation check etc, cannot be produced.

This is ongoing and will continue to be monitored as per management response

07/11/2014 - this will be subject to audit scrutiny towards the end of 2014/15, or the beginning of 2015/16 to ensure that this is robust and in place - recommendation therefore closed.

[no management response was received]

There was no management response received. This will be reviewed again after the next quarter.

07/11/2014 - this will be subject to audit scrutiny towards the end of 2014/15, or the beginning of 2015/16 to ensure that this is robust and in place - recommendation therefore closed.
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Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/12.13.01

Code of Conduct and Data Protection 

Act

Managers employed by South Holland District Council with dual responsibility 

for the management of Breckland Council Services, should be required to sign 

the Breckland Code of Conduct and IT Policies regarding compliance with Data 

Protection requirements.

Medium Ruth Hassall 01/07/2012 30/09/2012 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/13.02.02 Procurement Knowledge

The Council should have available the requisite knowledge and experience for 

undertaking procurement activity. Recognition of the knowledge held within the 

Joint Policy and Performance Team should be undertaken with gaps identified. 

Where arrangements with outside agencies are required for procurement 

activity, documented arrangements should be put in place detailing partner 

liability arrangements.

High Jo Russell 18/12/2012 31/12/2012 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/13.02.03 Delegations for Procurement Officers with responsibility for procurement should be officially delegated 

roles and responsibilities. This should be reflected within job descriptions and 

within the Procurement Guidance (see recommendations 1 and 2).

Low Jo Russell 18/12/2012 30/04/2013

NI

31/12/2014

Officer 

Comments

Auditors 

Comments

This will be included in Job Descriptions and/or brief for provision of procurement expertise, pending the outcome of a structural review of the Corporate Improvement and Performance Team, which is 

currently underway and due to conclude by end of Quarter 3.Hence this will continue to be monitored as per management response.

Inclusion of officers roles and responsibilities should be included in job descriptions and the procurement guidance, however it is duly noted that this will not be implemented until the end of the structural 

review.

07/11/2014 - job descriptions are currently under development for the Corporate Improvement and Performance Team and it will be ensured that this role is included - to be followed 

up through audit review in 2015/16 - recommendation closed

There is currently no electronic system in place for monitoring the signing off of relevant policies.  Capturing the sign off on IT policies is still in progress for Managers employed by South Holland District 

Council. Once the acknowledgement tear-off slip has been received it will be noted.  However, please note that it is not the responsibility of the HR team to hold personal information on record against any 

SHDC employee.

This is ongoing and will continue to be monitored as per management response

07/11/2014 - this only applies to 3 members of staff and requires minimal effort to complete -these have now been signed  - recommendation closed and to be followed up through 

audit review  2015/16

BRK/13.02 Procurement

Procurement advice and expertise is being provided on an ad-hoc basis by Procurement Lincolnshire.

The provision of advice and expertise on an ad-hoc basis is deemed acceptable however evidence of documentation of future arrangements must be implemented by the end of the structural review. Hence 

this will continue to be monitored as per management response.

07/11/2014 - advice is sought from Procurement Lincolnshire when needed, Lincolnshire County Council are also approached for advice and frameworks are utilised - as a result the 

recommendation is now closed
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BRK/13.02.04 Procurement Training

Budget holders with responsibility for the procurement of goods and services 

should be provided with refresher procurement training. The training should 

include, the following areas:  * The Council's vision, aims and objectives as set 

out with the Councils Procurement Guidance;   * Requirements of the Council's 

Constitution with respect to procurement, including authorisation requirements 

relating to waivers;   * Awareness and promotion of the officer's with 

delegated responsibility for aiding officers with Procurement Activity;   * Single 

tender contract procedures;   * Sustainable Procurement;   * Recording of 

decisions to award contracts;   * OJEC thresholds; and   * Contract register 

maintenance. Periodic refresher training should be held with documented 

records retained and periodically reviewed of staff who have 

received/require training.

Medium Jo Russell 18/12/2012 30/04/2013 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/13.02.06 Purchase Ledger Analysis

Monitoring and reporting of data from the purchase ledger should be 

undertaken on a regular basis.  In particular, a review of aggregate supplier 

spending (cumulative total of >£5k), should be undertaken to determine 

whether correct procurement procedures have been applied.  This should 

include the use of waivers where required (see recommendation 7) and 

comparison with the contracts register (see recommendation 5).   Such an 

exercise should be undertaken centrally on a periodic basis going forward. 

Instances of non-compliance with CSOs should be reported to senior 

management and recurring issues identified to inform staff training.

High
Jo Russell / Mark 

Finch
18/12/2012 31/03/2013 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/13.02.09 Glass Bottle Bank Collections Contract

Existing arrangement in respect of the glass bank collections provided by 

Berryman should be reviewed to ensure compliance with the Council's 

Contract Standing Orders.   Once complete this contract should be included 

within the Council's Contract Register.

High Jo Russell 18/12/2012 31/03/2013 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/13.02.10 Review of Procurement Risks The Council should undertake a risk review relating to procurement, and 

include risks as appropriate within operational and strategic registers.

Medium Jo Russell 18/12/2012 31/03/2013 NI 31/12/2014

Officer 

Comments

Recruitment of a permanent Shared Corporate Improvement and Performance Manager is still underway and not expected to conclude until Q3.

It is accepted that the recruitment of the responsible officer and therefore the responsibilities that are due to be undertaken (monitoring and reporting of data from the purchase ledger undertaken on a regular 

basis) will not be implemented until the end of the structural review. Hence this will continue to be monitored as per management response.

07/11/2014 - purchase ledger analysis completed on a periodic basis and forwarded to management for review and action - this will be on a quarterly basis going forwards - 

recommendation to be closed and followed up through audit review in 2015/16

(Update from Environmental Services).  Contract is under review.  The impact of introducing glass into the kerbside collection scheme in October 2014 will be assessed early in 2015.  It is unlikely that the 

contract will be required after April 2015. 

Assessing the kerbside collection scheme is deemed to be an acceptable part of the review on compliance. However evidence of this review needs to be sort. In addition, the contract needs to be included in 

the contract register until April 2015.Hence this will continue to be monitored as per management response.

07/11/2014 - new contract supersedes this recommendation, therefore closed

Corporate training needs and routine provision and training will be reviewed pending the outcome of a structural review of the Corporate Improvement and Performance Team, which is currently underway and 

due to conclude by end of Quarter 3.

It is accepted that this policy will not be implemented until the end of the structural review. Hence this will continue to be monitored as per management response.

07/11/2014 - BCTS will be contacted to provide the training next financial year once the review of the service is complete - recommendation to be closed and to be followed up through 

audit review in 2015/16

A risk review will be conducted following the appointment of a permanent Shared Corporate Improvement and Performance Manager, which is still underway and not expected to conclude until Q3, and 

pending the outcome of a structural review of the Corporate Improvement and Performance Team, which is currently underway and due to conclude by end of Quarter 3.  
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Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/13.07.08 Policies Policies should be documented at each review, stating who has reviewed this 

and the date it was undertaken.

Low Sharon Jones 17/05/2013 31/03/2014
NI

31/03/2015

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/13.11.01 Domain Accounts Policy

Management should review the following Domain Accounts Policy settings:   * 

Minimum password length should be increased to 8 characters or more;    * 

Password history size should be increased to 22 or more   * Allow lockout of 

local Administrator accounts should be enable.

Low Kevin Rump 30/04/2013 30/09/2013 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/13.11.04 Windows event log review process Management should initiate a process whereby the Windows event logs are 

reviewed on a periodic basis.

Medium Kevin Rump 30/04/2013 31/05/2013 NI
31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/13.11.05 Disabled Generic Accounts

The Council should ensure that all required generic accounts are disabled 

when not in use and review those accounts not assigned to an individual for 

appropriateness. Specific attention should be paid to accounts with 

Administrator privilege, for example, DomainAdmin which is known to be being 

widely used by multiple staff.

Medium Kevin Rump 30/04/2013 30/08/2013 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/13.11.16 Discretionary Access Control List 

(DACL) review

Management should implement a process that periodically reviews the DACLs. Low Kevin Rump 30/04/2013 31/12/2013 NI
31/12/2014

Officer 

Comments

Paul Kamminga understands that there is a necessity for some generic accounts to remain. A review will need to be undertaken for this. Evidence is currently being sort to support this implementation 

however. This will be reviewed after the next quarter when the management structure in IT has been fully resolved.

07/11/2014 - recommendation closed - evidence to be provided asap

This will be done under the review as part of identifying those unidentified users who have been removed from the system

Screenshot Evidence is currently being sort to support this. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap

Morning report is produced by SCOM which uses the event log (among other things) to do a server daily health log, this gives a review of key triggers placed.

Evidence, in terms of a monthly report, is currently being sort to support this. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap

Going through entire list of staff user I.D's to check if they are generic or not would not be time effective. However list of previous unidentified generic users that were on the system has been compared to the 

entire list of user I.D's to confirm that the majority of these unidentified users have been removed.

It is accepted that the recruitment of the responsible officer and therefore the responsibilities that are due to be undertaken (risk review) will not be implemented until the end of the structural review. Hence this 

will continue to be monitored as per management response.

07/11/2014 - a risk review was undertaken recently by EY in relation to the LABV procurement - this action plan from this will form the basis of future procurements - recommendation 

therefore closed

BRK/13.07 Work to Support the Preparation of the Annual Governance Statement

A full review of the policies that we have needs to take place to ascertain whether all are needed and the frequency of review that is appropriate , this review should be completed and the relevant policies

refreshed by the 31/3/15. In the meantime, key policies requiring change are being reviewed such as the Discretionary Rate Relief Guidelines and LCTRS.

Upon the completion of the full review of policies by 31/3/15, the council will establish, for future undertakings, who will review these policies and how often this will be done. Therefore this is ongoing and will 

continue to be monitored as per management response

07/11/2014 - this will be incorporated for all policy reviews - recommendation closed

BRK/13.11 Network Infrastructure and Security

Domain accounts policy settings have been reviewed to reflect these changes.
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Auditors 

Comments

BRK/13.11.17 Uninterruptible Power Supply (UPS) Management should review the current UPS coverage in place within the 

Server Facility at Elizabeth House as there are UPS devices that are out of 

support.

Medium Kevin Rump 30/04/2013 30/09/2013

NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/13.11.18 Water Leak Protection Management should put in place suitable measures to prevent water leakage 

onto the server rack that is currently not protected within the ground floor 

server room.

Medium Kevin Rump 30/04/2013 30/09/2013

NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/14.01.01 Public Consultation Process

An action plan should be put in place for the implementation of the digital media 

consultation process requested by Cabinet.  This should set out:  * the aims 

and objectives of the consultation  * timeframes for the completion of this 

process  * formally documented costings,   *staff resources required.   * The 

research methods to be used, such as questionnaires and web media 

statistics.   The plans should also set out any additional methods of 

communicating with the public and staff that will be put in place while The 

Voice is temporarily suspended, as the proposed Digital Newsroom has not 

yet been put in place.

Medium Dominic Chessum 25/06/2013 01/10/2013 NI 31/03/2015

Officer 

Comments

Auditors 

Comments

BRK/14.01.02
Digital and Communications Strategy 

and Supporting Strategies

The creation and approval of the new Digital Strategy and updating the 

Communications Strategy should be included as part of the action plan, as set 

out in recommendation one, following the conclusion of the public consultation 

process to be initiated.  Following this, the social Media Policy, Pride in 

Breckland Campaign Policy, Public Relations in Practice Policy and Internal 

Communications Strategy should be updated to be in line with the Strategy as 

a whole.

Medium Dominic Chessum 25/06/2013 01/01/2014 NI 31/03/2015

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/14.03 Development Control

Strategy drafted and consulted on.  New schedule for approval followed by implementation from January 2015.

It is accepted that a strategy will be implemented in January 2015. This will be monitored as per management response.

07/11/2014 - work in progress and nearing completion, therefore recommendation closed - to be followed up through audit review in 2015/16

Strategy drafted and consulted on.  New schedule for approval followed by implementation from January 2015.

It is accepted that a strategy will be implemented in January 2015. This will be monitored as per management response.

07/11/2014 - work in progress and nearing completion, therefore recommendation closed - to be followed up through audit review in 2015/16

A report was produced by NCC which reviewed the adequacy of the current UPS coverage at Elizabeth house with recommendations given

Evidence of the UPS report for Elizabeth house is currently being sort to support this. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap

As the air conditioning unit in question, although not having a drip tray, is further away from the servers than the other, the risk is deemed to be minimal and accepted. Advised recommendation to be closed

Due to the fact that it is not clear where the authority lies in making this decision, suggested by Paul Kamminga that this will be reviewed after the next quarter when the management structure in IT has been 

fully resolved.

07/11/2014 - recommendation closed - evidence to be provided asap

BRK/14.01 Marketing and Communications

A review will need to be undertaken for this. This will be reviewed after the next quarter when the management structure in IT has been fully resolved. Hence this will continue to be monitored with evidence 

of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap
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BRK/14.03.04 Approval of Building Control Decisions All Building Control decisions should be approved in line with the Council's 

statutory requirements.

High Phil Adams 19/09/2013 31/10/2013 NI
31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/14.03.06 Searches for Land Charges are 

Responded in a Timely Manner

The Council should add a performance indicator within the monthly report in 

relation to the processing and response of land charge searches.

Medium Paul Jackson 19/09/2013 31/12/2013 NI
31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/14.06.06 CBL Service Delivery Management 

Information

The nature of service delivery performance information should be agreed 

between the Council and Civica, as provider of the CBL system, and reported 

against on a monthly basis for review by management.

High Gordon Partridge 07/11/2013 31/01/2014

NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/14.13.01 Telecommunications Strategy

Management should conduct a review of the Telecommunications Strategy so 

that it reflects the current position and what the strategy for 

telecommunications management will be going forward, taking account of the 

achievements realised to date.

Medium Kevin Rump 31/07/2013 31/12/2013 NI 31/03/2015

Officer 

Comments

Auditors 

Comments

BRK/14.13.02 ICT Security Policy review Management should ensure that the ICT Security policy undergoes review as 

per the governance framework set out in section 1.2

Low Kevin Rump 31/07/2013 31/12/2013 NI
31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/14.13.06 ISDN 30 Single Point of failure Management should ensure that the single point of failure risk presented by 

the ISDN 30 line is addressed

Medium Kevin Rump 31/07/2013 31/12/2013 NI
31/12/2014

The current version of the IT security policy is V 4.2. Once this policy has been reviewed and approved by the commission at BRK, this will become V4.3.

Once the IT security policy is reviewed and confirmed by the committee, this will be complete, suggest revised review at the end of this year.

07/11/2014 - recommendation closed - evidence to be provided asap

BRK/14.13 Telecoms/VOIP Management

The telecommunications strategy is held within the ICT strategy and will be reviewed as a whole next year?

Await review of the IT strategy which will be taking place in 2015.

07/11/2014 - recommendation closed - evidence to be provided asap

[no management response was received]

There was no management response received. This will be reviewed again after the next quarter.

07/11/2014 - this is to be incorporated into reports provided by Capita to CMB - to be included in the audit review at the end of 2014/15, early 2015/16 pf the performance data - see 

BRK.12.01 - Environmental Planning and Building Control - recommendation therefore closed

BRK/14.06 Homelessness, Housing List and Choice Based Lettings

Due to the extension of the contract with Civica, the new system has not been implemented however this is due to be implemented by the end of December whilst the procurement of a new provider is being 

sort.

07/11/2014 - this requirement will be incorporated into the scope for the new system - recommendation to be closed and followed up through audit review in 2015/16

System alignment is in progress as part of the overall system/service improvement. It is anticipated this is planned to be implemented end of Qtr. 3.

It is noted that system alignment is in process. Implementation will be monitored next quarter.

07/11/2014 - in the interim formal delegated approval to take such action is to be put in place, either through a variation to the contract or via written confirmation from the Senior 

Officer. This is an interim control until the Ocella improvement is introduced - recommendation therefore closed - to be followed up through audit review in 2015/16
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Officer 

Comments

Auditors 

Comments

BRK/14.13.07

Mobile devise usage policy and user 

signoff

Management should conduct a review of the Mobile Devises Policy as it is out

of date, ensure routine communication of the policy and ensure users sign 

acceptance to the Policy.  In addition, it should be ensured that the ICT Security 

Policy review includes clearer reference to the need to comply with Medium Kevin Rump 31/07/2013 31/12/2013 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/14.14.06 Business Continuity Plans Tests The council should ensure that its business continuity arrangements are 

validated by exercise and review and are kept up to date.

Medium David Rimmer 16/08/2013 31/10/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/14.15.02 Internet DMZ firewall resilience Management should give consideration to implementing appropriate firewall 

resilience for the Internet DMZ.

Low Kevin Rump 08/04/2014 31/07/2014 NI
31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/15.01.02

Signed Documentation and File 

Maintenance

All key documentation in respect of DFG and Reable Grants is signed as 

necessary including Declaration forms, Approval of Grant Aid and revised 

approval forms.  In addition, management should undertake ad hoc checks of 

files to confirm that all information supporting the grant is on file and has been 

signed by all the relevant parties.

Medium Gordon Partridge 27/05/2014 31/07/2014 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/15.14 Virtualisation

Checks have been undertaken however these have not been formally recorded and hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - checks in place and recommendation to be closed - to be followed up through audit review in 2015/16

BRK/15.01 Private Sector Housing

Checks taking place.

Evidence of this resilience system is currently being sort. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap

BRK/14.15 Firewall - Administration

DMZ firewall resilience solution is in place with a response time of 4 hours.

Risk has been mitigated and accepted due to the linking of BRK's line into NCC's system

Evidence of this new link to NCC's system is currently being sort to support this. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap

Used to be a separate document, however it is now incorporated into the ICT security Policy. Each employee at BRK must sign an employment pack where they agree to all polices undertaken within the 

council.

There must be evidence that there is a procedure in place where all staff must sign the IT security policy for BRK, this includes all staff using BRK's system, even those not employed directly by BRK.

07/11/2014 - recommendation closed - evidence to be provided asap

BRK/14.14 Business Continuity

07/11/2014 - updated and now closed - recent communication highlights that (1) the contact list has been revised and (2) a test plan is to be discussed and actioned through 

management team meetings -  recommendation closed
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Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/15.14.01 Breckland local IT support Management should work with Norfolk County Council to ensure that adequate 

resource is provided for the support of the Breckland virtual infrastructure 

going forward.

Medium Kevin Rump 06/08/2014 29/08/2014

NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/15.14.03

Configuration against approved 

security templates

Management should review the relevant security hardening guide and 

compare against the current configurations in place.  Recommended changes 

within the security hardening guide should be implemented wherever possible, 

with any deviations being formally reviewed and approved.

Medium Kevin Rump 06/08/2014 29/08/2014 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/15.14.04 domainadmin' user account Management should ensure that the use of the 'Domainadmin' administrator 

user account is kept to an absolute minimum; for example, for emergencies 

only.

Medium Kevin Rump 06/08/2014 29/08/2014

NI 31/12/2014

Officer 

Comments

Auditors 

Comments

BRK/15.14.05 Retrospective change control

Management should ensure that any retrospective change control requests 

are followed as per the change control process and that this is carried out for 

the LalPac licensing changes within the virtual environment.
Low Kevin Rump 06/08/2014 29/08/2014 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/15.15.02 Job Description Management should review all relevant job descriptions for roles that include 

BACS system administration to ensure that they include appropriate clauses 

relating to these responsibilities.

Low Sharon Goddard 09/07/2014 30/09/2014

NI 31/12/2014

Officer 

Comments

Auditors 

Comments

revised JD to be agreed with relevant post holders in October / November during Appraisals

Upon completion of the Appraisals during Oct/Nov a revised Job Description will be agreed. Therefore this is ongoing and will continue to be monitored as per management response.

07/11/2014 - recommendation closed - evidence to be provided asap

BRK/15.15 BACS Arrangements

Evidence of the report with recommendations is currently being sort to support this. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap

Management will review future VM's to be implemented to make sure that they conform to security hardening guide.

This is not sufficient but checks over current VM's and the hosts themselves in relation to the security hardening guide have not started due to new staff being added to IT at BRK.

07/11/2014 - recommendation closed - evidence to be provided asap

There is a strict separation of duties therefore there are very few people with access to these accounts and access to similar areas is provided through the Bix accounts.

Evidence of this segregation of duties is currently being sort to support this. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap

Control change requests are followed and this is documented

Documented evidence of these change control requests are currently being sort to support this hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - recommendation closed - evidence to be provided asap

Report has been completed by NCC with recommendations given on improvement of support for the BRK virtual infrastructure.
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APPENDIX 3 – OUTSTANDING AUDIT RECOMMENDATIONS 

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/13.11.14 Periodic review of services and drivers A process should be put in place that reviews the services and drivers. All 

those that are found to be no longer required should be stopped or removed 

as appropriate.

Medium Kevin Rump 30/04/2013 30/09/2013

NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/14.15.01 Anti-Virus screening at the firewall 

and/or proxy servers

Breckland ICT management should work with Norfolk County Council ICT staff 

to understand the nature and adequacy of Anti-Virus screening at the firewall 

and/or Smoothwall proxy.

Low Kevin Rump 08/04/2014 31/07/2014

NI

31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/14.16.01

Development of appropriate Disaster 

recovery Plans

<Management should work with Norfolk County Council to develop and agree 

and implement appropriate Disaster Recovery Plans that adequately support 

Breckland District Council's defined business priorities as set out in their 

Business Continuity Plan.

High Kevin Rump 28/01/2014 30/04/2014 NI 31/03/2015

Officer 

Comments

Auditors 

Comments

BRK/14.16.02 NCC offsite Disaster Recovery 

capabilities

Management should consult with Norfolk County Council to understand their 

ability to recover Breckland District Council's systems should the primary 

facility at County Hall be unavailable as a result of an incident.

Medium Kevin Rump 28/01/2014 31/03/2014

NI 31/03/2015

Officer 

Comments

Auditors 

Comments

BRK/14.16.03 Disaster Recovery Plan testing

Management should work with Norfolk County Council to develop appropriate 

plans to test the agreed Disaster Recovery Plan. The tests should be formally 

documented, communicated to relevant senior management at Norfolk County 

Council as well as Breckland District Council, and used to update the Disaster 

Recovery Plan using the agreed control protocols.

Medium Kevin Rump 28/01/2014 30/04/2014 NI 31/03/2015

Officer 

Comments

Lower down the order of priority in terms of project completion (PSN compliance). DR development will be undertaken after the completion of these higher priority projects.

A change control document from Victor (server team manager) will be sort to prove that outstanding services that are no longer used, are removed.

Evidence, in the form of a change control document, is currently being sort to support this. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - to be discussed further

BRK/13.11 Network Infrastructure and Security

BRK/14.16 Data Centre, Backup and Disaster Recovery

Lower down the order of priority in terms of project completion (PSN compliance). DR development will be undertaken after the completion of these higher priority projects.

Will await the commencement of the DR project after the completion of the PSN project.

07/11/2014 - to be discussed further

BRK/14.15 Firewall - Administration

This recommendation was not understood by management on original meeting

however Linux software used on the servers should be installed with Clam AV antivirus software. Therefore this as yet has not been implemented and will be reviewed again as per management response.

07/11/2014 - to be discussed further

Will await the commencement of the DR project after the completion of the PSN project.

07/11/2014 - to be discussed further

Lower down the order of priority in terms of project completion (PSN compliance). DR development will be undertaken after the completion of these higher priority projects.
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Auditors 

Comments

BRK/14.16.04 Network Switch Monitoring

Management should work with Norfolk County Council Management to 

understand the nature of the work being done to enhance the System Centre 

Operations Manager (SCOM) application to incorporate the monitoring of the 

Council's network switch infrastructure.

Medium Kevin Rump 28/01/2014 01/04/2014 NI 31/12/2014

Officer 

Comments

Auditors 

Comments

Audit 

Reference

Audit Title Recommendation Priority Responsibility Report Date Due Date Status Revised Date

BRK/15.14.02 Anti-Virus/Malware software on host 

servers

Management should give consideration to installing appropriate Anti-Virus 

software of the Hosts.

Low Kevin Rump 06/08/2014 29/08/2014 NI
31/12/2014

Officer 

Comments

Auditors 

Comments

Will await the commencement of the DR project after the completion of the PSN project.

07/11/2014 - to be discussed further

Deliberation has occurred between BRK and NCC regarding the enhancement of SCOM and results of this discussion were produced.

Email correspondence as evidence of deliberation is currently being sort between NCC and BRK. Hence this will continue to be monitored with evidence of this available by December 2014.

07/11/2014 - to be discussed further

This recommendation was not understood by management on original meeting

However Linux software used on the servers should be installed with Clam AV antivirus software. Therefore this as yet has not been implemented and will be reviewed again as per management response

07/11/2014 -further discussion required

BRK/15.14 Virtualisation

 
 
 
 


